C KaXJbIM rOJIOM MOJIOJIC)KA B UHTEPHETE CTAHOBUTHLCS OOJIbIIIE, a MIKOJIbHUKU
OIHM W3 CaMbIX AaKTHBHBIX MoOib30Barenerd Pynera. Mexay TeM, MOMHUMO
OTPOMHOI'0 KOJIMYECTBa BO3MO>KHOCTEH, MHTEPHET HECEeT U MpoOJieMbl. JTa
namMmsiTKa J0JI)KHA MOMOYb TeOe 0€30MacHO HaXOJUTHCS B CETH.
KomnibroTepHbie BUPYCHI

KOoMOBIOTEpHBIH BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEJILHOM  OCOOCHHOCTBIO  KOTOPOM  SIBISIETCSL  CIIOCOOHOCTh K
pa3MHOXEHHIO. B JomojiHEHHWE K 3TOMY, BUPYChl MOTLYT MOBPEAUTH WU
MOJIHOCTBIO  YHHUYTOXHUTh Bce (ailiapl W JaHHBIE, IOJKOHTPOJIbHbBIC
MOJIb30BATEN0, OT UMEHU KOTOPOro ObLIa 3amylieHa 3apak€HHasi Mporpamma,
a TaK)K€ MOBPEAUTH WIH JaX€ YHUUTOKUTH ONEPALMOHHYIO CUCTEMY CO BCEMU
daitiiamu B 11esioM. B O0JIBIIMHCTBE CIydaeB paclpOCTPaHSIIOTCS BUPYCHI Yepes
WHTEPHET.

MeTo/bI 321IMTHI OT BPEOHOCHBIX POrPaMM:

1. Ucnionbs3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3IHBIN
YPOBEHbB 3aIUTHI OT BPEJIOHOCHBIX ITPOTPaMM;

2. IloctossHHOo ycraHaBiauBaiW mauTd (UUGPOBBIE 3aIUIaTKU, KOTOPHIE
aBTOMATUYECKHU YCTAHABJIMBAIOTCS C LEbI0 JOPAOOTKU MPOrpaMMbl) U APYTHE
OOHOBJICHUSI CBOEW oOlepalmoHHON cucTteMbl. CkauMBaii WX TOJBKO C
opunnansHoro caira paszpadorunka OC. Ecim cyiiecTByer pexum
aBTOMAaTUYECKOr0 OOHOBJICHUSI, BKJIIOUHU €T0;

3. Paborail Ha cBO€M KOMIIBIOTEpE IIOJ] MpaBaMH II0JIb30BATENs, a HE
aIMUHUCTpATOpa. DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpaMmm
WHCTAJUIUPOBATHCA HA TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. HWcnonp3yll aHTHUBUPYCHBIE MPOTrpaMMHBIE  MPOAYKTHI  HM3BECTHBIX
IIPOM3BOJIUTENCH, C aBTOMAaTHUUYECKUM OOHOBJICHHEM 0a3;

5. Orpanuyb GU3NYECKUM TOCTYT K KOMITBIOTEPY JIJIsi TOCTOPOHHUX JIHIL;

6. Vcrionb3yii BHEIIHUE HOCUTENN MH(OPMAITUH, TaKue Kak (Jielika, JUCK UiIu
(ailsl U3 UHTEPHETA, TOJBKO U3 NPOPEPEHHBIX UCTOYHUKOB,;

7. He oTKpbIBail KOMIBbIOTEpPHBIC (DAMIIbI, TOJYYEHHbIE W3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxke Te ailnbl, KOTOpble MpUCTan TBOW 3HAKOMBIM. Jlydiie
YTOYHM y HETO, OTIPABJISUI JIU OH T€OE HX.

Cerun WI-FI

Wi-Fi - »T0 He BHI niepeavyn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIh OpeH/I,
Mmapka. Eme B 1991 rony Huaepianjackas KOMIaHus 3aperucTpupoBaia OpeH
«WECA», uaro o6o3nauano cioBocouetanue «Wireless Fidelity», kotopsiit
NEPEBOUTCS KaK «OECIIPOBOIHASI TOYHOCThY.

Jlo Hamiero BpeMeHH Jolja Apyras ab0opeBuarypa, KOTopasi sIBJISICTCS TaKou
*Ke TexHosoruen. Ito adbopeBuatypa «Wi-Fi». Takoe Ha3BaHHe ObUIO J1aHO C




HAMEKOM Ha CTaHJapT BbICIIMK 3BYKOBOUl TexHuku Hi-Fi, yTo B mepeBojie
O3HAYaeT «BBICOKASI TOUHOCTHY.

Jla, OecruiaTHBI MHTEPHET-IOCTYN B Kade, OTeNnsIX M a’dponoprax SBISETCS
OTJIMYHOM BO3MOXHOCTBIO BbIXOJa B HHTEpHET. HO MHOrme 3KCnepTsl
CUMTAIOT, 4TO obOmmeaocTymabie Wi-Fi ceTu He SBstoTCsa 0€30MacHBIMH.
CoBeThl 110 06€30macHOCTH paboTe B 00meA0cTYHBIX ceTsix Wi-fi.

1. He nepenaBaii cBorO auuHy0 HHGOpMaIU0 depe3 olmenoctymnusie Wi-Fi
cetu. PaboTtass B HUX, KeJaTeIbHO HE BBOJUTH MApPOJIM JOCTYIA, JIOTUHBI U
KaKue-TO HOMEpa;

2. Ucnonb3yil 1 OOHOBJISIH aHTUBUPYCHbIE TporpaMmbl U Opanamayep. Tem
CaMbIM ThI 00€30IacHIllb ce0sl OT 3aKaYKH BUPYCa Ha TBOE YCTPOUCTRBO;

3. IIpu ncnonezoBannu Wi-Fi otkmoun ¢yakiuo «OO0mmii JocTym K (aiiam
u npuHTepam». JlanHas QyHKIIMS 3aKpbITa MO0 YMOTYAHUIO, OJHAKO HEKOTOPhIE
MOJI30BATENIM AKTUBUPYIOT €€ Il yJ00CTBa MCMOJB30BaHUSA B paboTe WU
yaeoe;

4. He wucnonb3yit nyomuunbsii WI-FI myis nepenaum JuUYHBIX JaHHBIX,
HarpuMep JJIsl BEIXOJIa B COI[UATIbHBIC CETH WU B AJIEKTPOHHYIO MOYTY;

5. Unonw3y# Toabko 3amuineHHoe coeaunenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-azipeca BBOAU UMEHHO «https://»;

6. B mobuneHOM Tenmedone orkmounm (ynkmuio «llogkmouenne k. Wi-Fi
aBTOMaTHU4ECKW». He nomyckan aBTOMaTH4ECKOro NOAKIFOUYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero coriacusi.

ConuajabHbIe CeTH

ConuanbHble CETH aKTUBHO BXOJISAT B HAIly JKM3Hb, MHOTHE JIOJIU pabOTaIOT U
KUBYT TaM TIOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MULIHApA
YEJIOBEK, 4YTO SIBJISIETCA OJHOW CEIbMOW BCEX JKUTENEH IUIaHeTbl. MHOrue
MOJIb30BaTENIM HE TMOHUMAIOT, YTO HWH(OpMamus, pasMelieHHas UMH B
COITMAJIBHBIX CETSAX, MOXKET OBITh HailJieHa M MCTOJIb30BaHa KEM YyroaHO, B TOM
quclie He 0053aTeNIbHO ¢ OJIaruMKM HaMEPEHUSIMH.

OCHOBHBIE COBETHI 10 0€30MACHOCTH B COLMATbHBIX CETSIX:

1. Orpanuub cnucok Apy3eil. Y 1e0st B Ipy3bsAxX HE JOJKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinai cBOr 4acTHYIO kKu3Hb. He yka3wiBaii mapomu, TenedoHsl, aapeca,
JaTy TBOETO POXKACHUS U JIPYTYIO JIMUHYIO UH(GOPMALUIO. 3JI0yMBIIIICHHUKA
MOT'YT HUCIOJIb30BaTh JlakK€ MH(POPMAILMIO O TOM, KaK Thl U TBOU POJUTEIIH
IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuinai cBOw pemyTaluio - AEPKHU €€ B YUCTOTE U 3a/iaBail cebe BOIpocC:
XO0TeJl Obl Thl, YTOOBI JPyTrU€ MOJb30BATEIM BHUJECIU, YTO Thl 3arpykaciib?
[Togymaii, mpex/ie 4ueMm 4To-TO OnyOJIMKOBATh, HAIIUCATh U 3arPy3UTh;




4. Ecny ThI TOBOPHILB C JIOJABMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIB3YH CBOE
peasbHOe UMSI U APYTYI0 JUYHYI0 HHQOpMAIMU: HUMS, MECTO >KUTEIbCTBA,
MECTO y4eObl U TIpoUee;

5. N36eraii pasmenienus Qororpaduit B HTEpHETE, Iie Thl U300pa)kKeH Ha
MECTHOCTH, IO KOTOPO MOKHO OMPEAECIUTH TBOE MECTOMOJIOKEHUE;

6. IIpu peructpanuu B COUAIBHON CETH HEOOXOIUMO UCTI0JIH30BATh CIOKHBIE
MapoJiv, COCTOSIIIIME U3 OYKB U IU(P U ¢ KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. J1na couranbHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAMMO UCIIONIH30BAThH
pa3zHble mapoau. Toraa eciau TeOs B3JIOMAIOT, TO 3JIOYMBIINIJICHHUKH TOTy4Yat
JIOCTYII TOJIBKO K OTHOMY MECTY, @ HE BO BCE Cpasy.

JJIeKTPOHHBbIE NeHbI'U

DJIeKTPOHHBIE JIEHbI'M — 3TO OYE€Hb YIOOHBIN CIOCOO IIaTeXel, OJHAKO
CYIIIECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTST MOJIYUYUTh ITU JE€HBIU.
DIEKTPOHHBIE JIEHBI'W MOSABUINCH COBCEM HEAABHO M MMEHHO H3-3a 3TOr0 BO
MHOTMX TOCYJapCTBax J0 CHX IOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHU PYyHKIITMOHUPYIOT U O HUX YK€ MPOIMKUCAHO B 3aKOHE, TJI€ UX
pa3deNsitoT Ha HECKOJIBKO BHJIOB - AHOHUMHBIE U HE aHOHUMHBbIE. Pa3Huiia B
TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX Pa3pelIacTcs MPOBOAUTH ONEPALIUU
0e3 uIeHTU(UKAIUKM TOJb30BaTENsl, & B HEAHOHUMHBIX WJACHTU(UKAIIUN
MOJIL30BATENS ABJISETCS 00A3aTEIBHOM.

Taxke cnegyer pas3nuyaTh DJJIEKTPOHHbIE (UaTHBIE JEHbIU  (paBHBI
rOCYJIapCTBEHHBIM BaJIOTaM) M JJICKTPOHHBIE He(pUATHBIC NEHBIH (HE PABHBI
roCcyJJapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 10 0€30MacHO paboTe C AJICKTPOHHBIMHU JICHbIAMMU:

1. IIpuBsiku Kk cuety MOOWIIbHBIN TenedoH. ITO caMblii yIOOHBINH U OBICTPHII
CIoco0 BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsizanubIii TeneoH NOMOXKET, €Ciiu
3a0yAenib CBOM IJIATEKHBIM Mapojib WIM 3aiiielllb Ha CAalT C HE3HAKOMOTO
YCTPOMCTBA,;

2. Hcnonws3yit omHopazoBbie mnapoiu. Ilocine mnepexoga Ha YCHICHHYHO
aBTOpU3AIINIO TeOE y)Ke HEe OyNIeT yrpoXkaTh OMACHOCTh KPaKU WJIU MepexBaTa
IJIATEKHOTO NapoJis;

3. BeiOepu cioxHbiil napoisb. IIpecTynHukam OyaeT HE MOPOCTO yrajaarh
CJIIOKHBIN Tlaposib. Hazie:kHbie maposii — 3TO MapoJik, KOTOPhIE COAEpKAT HE
MeHee 8§ 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOYHBIC U MPOIUCHBIE OYKBBI, IUDPHI U
HECKOJIbKO CHMBOJIOB, TaKM€ KakK 3HaK jaojuiapa, (yHTa, BOCKIUIATEIbHBIN
3HaK u T.1. Hanpumep, StROng!;;

4. He BBOM CBOM JIMYHBIE JJAHHBIE HA CAaUTaX, KOTOPHIM HE JIOBEPSIENIb.
JJIEKTPOHHAS M0YTA




DJIEKTPOHHAS MOYTa — 3TO TEXHOJOTUA U IMPEIOCTABISIEMBIE €10 YCIYTH MO
NEpPEeChbUIKE U TOJYYEHHUIO  DJIEKTPOHHBIX  COOOIIECHHUM,  KOTOpbIE
pacnpeneNaroTcsl B KOMIbIOTEpHOU ceTH. OOBIYHO 3JIEKTPOHHBIM MOYTOBBIN
AIIUK BBITJISAUT CIAEAYIOIUM O0pa3oM: HMMs MOJb30BaTEISI(@UMS_JTIOMEHA.
Takxe Kpome nepegayv MmpocToro TEKCTa, UMEETCS BO3MOKHOCTh IIEPENaBaTh
(bainbl.

OCHOBHBIE COBETHI 10 0€30MacHO pabOTe C JIEKTPOHHOW MOYTOM:

1. Hamo BbIOpaTh mpaBUJIbHBIA TOYTOBBIA cepBUC. B HHTEpHETE €cCTh
OTPOMHBIN BBIOOP OECIIJIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlIE€ IOBEPSTh
TE€M, KOI'0 3HaCIlIb U KTO MIEPBBIN B PEUTHHIE;

2. He yka3piBail B JTUYHOW MmouTe JuuHyro uHbopmanuwo. Hanpumep, myurie
BBIOpATh «MY3bIKaJIbHBIN (haHaT(@» unu «pok2013» BmecTo «remal3dy;

3. Mcnonb3yi ABYXATAHYIO aBTOPU3AIMIO. ITO KOTIa IOMUMO MMapoJisi HY>KHO
BBOJIUTH KOJ, ITPUCHIIaeMbId 0 SMS;

4. BpiOepu CIOXKHBIM Tapoiib. JJIsT KaXa0ro MOYTOBOIO SIUKA JTOHKEH OBITh
CBOW HAJIE)KHBIN, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTtb BO3MOXKHOCTH HalMCaTh CaMOMY CBOW JIMYHBIA BOIPOC,
HCTIOJIb3YH 3TY BO3MOXKHOCTD;

6. MHcnosmb3yll HECKOJNBKO TIOYTOBBIX SIIUKOB. llepBwlii 1y 4YacTHOM
MEPENUCKU C apecaTtaMu, KOTOPHIM Thl TOBEPSACIIL. DTO JNEKTPOHHBIN aAPEC
HE HaJI0 UCTIOJIb30BaTh MIPU PETUCTPALMK Ha (OpyMax U calTax;

7. He otkpwiBail Qaiiiabl U Apyrve BIOXKEHUS B MUCbMaxX JaXK€ €CJIH OHH
MPULLIK OT TBOUX Apy3ei. JIydle yTouHH y HUX, OTIPABIISUIN JIM OHU TEOE 3TH
(bailbl;

8. Ilocne oxoH4aHUsi pabOTHl HAa MOYTOBOM CEpPBHCE TEPE] 3aKpbITUEM
BKJIAJIKU C CATOM HE 3a0y/ib HaXKaTh Ha «BBIATHY.

KnoepOy/uiMHT WM BUPTYAJbHOE U31€BATEIbCTBO

KnoepOyyuinar — pecieI0BaHNE COOOIIIEHUSIMH, coJIepKalIuMu
OCKOpOJIEHUs,  arpeccuro, 3alyrdBaHUE;  XYJIUTAaHCTBO;  COLMAJIbHOE
OOMKOTHPOBAHHE C TTIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 10 00pb0E ¢ KHOEPOYIIMHTOM:

1. He Opocaiics B Ooi. JIyumuii cmoco0: MOCOBETOBAThCA Kak ce0sl BECTH W,
€CJIM HET TOTO, K KOMY MOXHO OOpaTUTHCS, TO BHAYaJE yCTOKOUThCSA. Ecnu Thi
HaYHEIIb OTBEYaTh OCKOPOJIECHUSIMU HA OCKOPOJICHHS, TO TOJBKO €Il OOJbIIe
Pa30XIKEITh KOH(PIIUKT;

2. Yrpasisii cBoel kubeppenyTaiuei;

3. AHOHUMHOCTH B ceTH MHUMasi. CylIeCTBYIOT CLIOCOOBI BBISICHUTD, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;




4. He crouT BecTH XYyJIWTaHCKUN 00pa3 BUPTyallbHOW KU3HU. MHTepHeT
(dbuUKCUpyeT BCe TBOM JICUCTBUS M COXpaHACT UX. YJAIUTh MX OyleT KpailHe
3aTPyAHUTEIIBHO;

5. Cobmronait CBOM BUPTYAIBHYIO YECTh CMOJIOAY;

6. MUrHopupyit enuHWuHBbIH HeraTuB. (OIHOPA30BBIE OCKOPOUTEIHHBIE
COOOIIIeHUsT JIyullle UrHOpupoBaTh. OOBIYHO arpeccusi MpekpamiaeTcs Ha
Ha4daJIbHOM CTaJIuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COITMAJIBHBIX CETSIX €CTh BO3MOKHOCTH OJOKMPOBKH OTIIPABKH COOOIIECHHH C
OMPENECICHHBIX aJPECOB;

8. Eciu ThI cBUnerens kubepOymnunra. TBoM HEMCTBUA: BBICTYNUTH MPOTUB
Mpeciie0BATEINs, MOKa3aTh €My, YTO €ro JICMCTBUS OLICHUBAIOTCA HETATHUBHO,
MoJAJAepKaTh KEPTBY, KOTOPOW HYHA MCHUXOJIOTUYECKasl MOMOIIb, COOOIIUTh
B3POCIBIM O (paKkTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuabHbIN TeJ1edOH

CoBpeMeHHbIe cMapT(OHBI U IJIAHIIETHI COJIEp)KaT B c€0€ BIOJHE B3POCIHbII
GyHKIMOHANI, U TENeph OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU
KoMIibtoTepaMu. OJHAKO, CPENICTB 3allUThl JJIsI MOAOOHBIX YCTPOWCTB IMOKa
O4Y€Hb Majo. TecTupoBaHUE U MOUCK YS3BUMOCTEH B HUX MPOUCXOJUT HE TaK
MHTEHCUBHO, Kak s [1K, To xe camoe kacaeTcs 1 MOOMJIBHBIX NPHUIOKECHUM.
CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl YKe MPAKTUYECKHU JIOTHAIM HACTOJIbHBIC
aHaJIOTW, OJHAKO paclIMpeHue (PyHKIIMOHATIa BJIEYET 3a COOOM OOJBIIYIO
CJI0KHOCTh M MEHBIIIYIO 3aAIIUIIECHHOCTb.

Jlaneko He BCe NPOU3BOAUTEIM BBITYCKAIOT OOHOBJICHMS, 3aKPbIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH JIJISI CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JUIsl O€30MACHOCTU MOOUIIBLHOIO TesiedoHa:

1. Huuero He siBNsieTCS MO-HACTOAIIEMY OECIIaTHBIM. byab OCTOpPOKEH, BEIh
Korjga tebe mpenjararoT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IJIaTHBIE YCIIYTH;

2. dymaii, npexae yem oTnpaBuTh SMS, ¢doro wiu Buaeo. Thl TOUHO 3HACIID,
7€ OHU OyJyT B KOHEUHOM UTOTre?

3. Heo0xoquMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

4. Vicnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJISI MOOMJIBLHBIX TeJIe(POHOB;

5. He 3arpyxail mpuiIO)K€HUSI OT HEU3BECTHOTO MCTOYHHUKA, BEAb OHU MOTYT
COJIEpKaTh BPEJIOHOCHOE MPOrPaMMHOE 00ECTICUCHUE;

6. [Tocie Toro kKaxk ThI BBIMACIIb C CaiiTa, TJIe¢ BBOAWI JUYHYIO MH(OPMAIIHIO,
3aiiin B HACTPOUKHU Opay3epa v yaanu cookies;

7. llepruoauuecku MpOBEPSN KAKUE IUIATHBIE YCIYTHM aKTHUBUPOBAHBI HA TBOEM
HOMEDE;




8. JlaBaii cBoil HOMEp MOOWJIBLHOIO TelePoHA TOJIBKO JOASIM, KOTOPBIX ThI
3HAEUIb U KOMY JIOBEPSEIIIb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOTJa Thl UM HE ToJib3yelibcs. He
3a0bIBall MHOTJA TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAaWH-UTPHI - ATO KPACOUHbIE, 3aXBaTHIBAIOIINE Pa3BICUCHUS,
OOBEIMHSIIONIME COTHU THICSIY YEJIOBEK IO BceMy mupy. Mrpoku uccieayrot
JAHHBIA UM MUP, OOIIAIOTCS IPYT C APYTOM, BBITIOJHSIOT 3aJaHusl, CPaKaAIOTCs
C MOHCTpaMH M TOJy4YarOT OIbBIT. 32 yJAOBOJILCTBUE OHU IUIATAT: MOKYIAIOT
JIMCK, OTUIAYMBAIOT A00OHEMEHT WJIM TPUOOPETAIOT KAKUE-TO OMIIUH,

Bce aTu cpenctBa uayT Ha MOAJAEPKAHUE U PA3BUTHE UTPHI, @ TAKXKE HA CaMy
0€30I1acCHOCTh: COBEPIICHCTBYIOTCSA CHUCTEMBbl ABTOPU3AIIMH, BBITYCKAIOTCS
HOBbIE MaTuM (LU(POBbHIC 3AMIATKHU JJIsl IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTHU
CEPBEPOB.

B 1mono0HBIX Urpax CTOUT OMacaThbCsl HE CTOJBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXH TBOEro TMapojisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpHU3allUuU
OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 0€30MACHOCTH TBOETO UTPOBOI0 aKKAYHTA:

1. Ecnu gpyroit urpok BeAeT cels IUIOXO WM CO3JaeT Tebe HEMPHUSTHOCTH,
3a0JI0KUPYH €Tr0 B CIIUCKE UTPOKOB;

2. Ioxanyiics agMUHHCTPATOPAM WIPhl HA IUIOXOE MOBEJAECHUE 3TOr0 UTPOKA,
YKEJATeJIbHO MPUJIOKUTh KaKHUe-TO JJOKAa3aTeJIbCTBA B BUJIC CKPUHOB;

3. He yka3piBaii 1nuHyt0 MH(pOpMaIuio B podaiiie urpsl;

4. YBaxkail Apyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuMaIbHbIC TATYN U MOJIbI;

6. Mcnionp3yi CIIOKHBIEC U Pa3HbIe NAPOJIH;

7. Jlaxxe BO BpeMs UIPBI HE CTOMT OTKIIIOYATh aHTUBUPYC. I1oKa Tl urpaems,
TBOM KOMITBIOTEP MOTYT 3apa3UTh.

OUIIMHT WIN KPAaKa JHYHBIX JAHHBIX

OOBIUHOM Kpaxel JIeHeT U JOKYMEHTOB CETOJHS y>K€ HUKOTO HE YJIWBHIIb, HO
C Pa3BUTHUEM HHTEPHET-TEXHOJIOTHM 3JIOYMBIIIJIEHHUKH TEPEMECTUINCH B
UHTEPHET, U TIPOJIOHKAIOT 3aHUMATHCS «JTFOOUMBIMY JIEJIOM.

Tax mnosiBUnmach HOBasi yrpos3a: HWHTEPHET-MOIICHHUYECTBA WJIM (DUIIUHT,
rJIaBHas LE€Jb KOTOPOr0 COCTOUT B MOJYYEHUU KOH(PUICHIUAIBHBIX JaHHBIX
NoJIb30BaTeNied — JIOrMHOB U maponeil. Ha adriumiickom s3bike phishing
yuTaeTcs Kak pummuHr (0T fishing — priObHas oIS, password — maposs).
OCHOBHBIE COBETHI 10 00pbOE € HUITUHTOM:




1. Cnenu 3a cCBOMM akkKayHTOM. EcCiu Thl mOAO3pEeBaciib, YTO TBOS AHKETA
OblTa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUpOBaTh €€ U  COOOIIHUTH
aIMUHHUCTpATOpaM pecypca 00 3TOM KaK MOXKHO CKOpEE;

2. Ucnonp3yii Oe3omacHble BeO-CaThl, B TOM YHCJIe, UHTEPHET-Mara3uHoB
MTOMCKOBBIX CUCTEM;

3. Hcnonb3yil cloxkHbIE W pasHble mapoiu. Takum oOpa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHU TMOJy4YaT JOCTYI TOJBKO K OJHOMY TBOEMY
poUITI0 B CETH, a HE KO BCEM;

4. Ecimu TeOs B3JIOMalid, TO HEOOXOAUMO TNPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOPbI€ I00aBJICHBI y T€OS B JPYy3biX, O TOM, YTO T€Os B3JIOMaJIU
¥, BO3MOXHO, OT TBOEr0 HMMEHHU OYJET pacCchUIaThCsl CllaM U CCBUIKM Ha
(UIIMHTOBBIC CAUTHI;

5. YcranoBu HajaexHbIi naposib (PIN) Ha MOOUIBHBIN TeNe(OH;

6. OTKJII0YM COXpaHEHHE MapoJs B Opay3epe;

7. He oTkpeiBaii ¢ailibl U Apyrue BIOKEHHUS B MHUCbMaxX Ja)Xe €CJIM OHHU
MPUILIK OT TBOUX Apy3ei. JIydie yTouHu y HUX, OTIPABJISIIN JIM OHU TeOe 3TU
bansI.

udposas penyranus

[udpoBas penyranus - 3T0 HETaTUBHAS WJIM MO3UTUBHAS MH(MOpPMAIUS B CETH
o Tede. KomnpomeTtupyromias nuadopMalys pa3MelieHHas B HHTEPHETE MOKET
CEpPBhE3HBIM 00pa30M OTPa3UThCS Ha TBOeH peanbHOM >ku3HU. «l{udposas
pernyTanus» - 3TO TBOM MMHUIK, KOTOpbI dopmupyercs u3 UHGOpPMALMHU O
TeOE B UHTEPHETE.

TBoe MecTo XKuTenbCcTBa, yueObl, TBOE (PUHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH
XapakTepa M paccka3bl 0 OJU3KHUX - BCE ATO HAKAIIJIMBACTCS B CETH.

MHorue mnOAPOCTKH JIETKOMBICJIEHHO OTHOCSTCS K MYOJIUKAlUU JIMYHOU
uHopmanuu B HTepHETE, HE MOHMMAs BO3MOXKHBIX MociiencTBuil. Trl maxe
HE CMOXKEIIIb JI0rajaThbcsl 0 TOM, 4To Gotorpadusi, pa3MmerieHHas 5 JeT Hazajl,
cTajia MPUUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazmenienue TBoux pororpaduit u Apyrue AeUCTBUS MOTYT HE
VCUYE3HYTh Ja)e€ IOCIe TOro, Kak Thl HUX yAalullb. Thl HE 3HAEHb, KTO
COXpaHWw1 3Ty HH(opmaluio, momnajga JU OHA B TOUCKOBBIE CHUCTEMbI U
COXpaHWJIACh JIU OHA, a TJIABHOE: YTO MOAYMAIOT O Te0e OKPYXKaIoIlee JIFO/IH,
KOTOpBhIE HAWIyT W YBUIAT 5T0. Halthm wHOpMAIUMI0O MHOTO JET CIyCTS
CMOXET JII00OM - Kak M3 J0OpbIX NOOYXIEHHWW, TaK U C HaMEPEHUEM
MPUYUHUTE Bpel. ITO MOXKET ObITh KTO YT'OJIHO.

OCHOBHBIE COBETHI 0 3al1uTe U(DPOBON penyTaIu:

1. ITogymaii, mpexae 4em 4to-To MyOJuMKOBaTh U IepeaaBaTth y ce0d B Osore
WU B COLIMAJIBHOM CETH;




2. B HacTpoiikax mnpoduisi yCTaHOBM OTIPaHUYEHHUS HA TMPOCMOTP TBOETO
npouIIst M €ro COACPKUMOr0, CINIail €ro TOMBKO «IIS APY3eily;

3. He pa3memiaii u He ykasbiBall MH(POpPMAIMIO, KOTOpPas MOXKET KOro-indo
OCKOPOJISATh U OOMKATh.

ABTOpCKOE MpPaBo

CoBpeMEHHBIE  IIKOJIBHUKH-  aKTUBHBIE  TOJB30BaTEId  LUGPPOBOTO
npocTtpancTBa. OIHAKO JAal€KO HE BCE 3HAKOT, YTO MOJIb30BAHUE MHOTHUMH
BO3MOXKHOCTAMHM  LH(PPOBOro Mupa TpeOyeT COOJI0IeHUs TMpaB Ha
WHTEJUICKTyaIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEIEKTyaJbHAas COOCTBEHHOCTH» OTHOCUTCS K Ppa3jIUYHbIM
TBOPEHHUSAM YEJIOBEYECKOrO0 yMa, HauyWHasg C HOBBIX M300PETCHUN M 3HAKOB,
0003HAYaIIIUX COOCTBEHHOCTh Ha MPOJAYKTHI W YCIAYTd , M 3aKaHUYUBas
KHUTaMH, dboTorpadusimu, KUHOGUIbMaMHU 151 MY3bIKAJIbHBIMH
MIPOU3BEACHUSIMH.

ABTOpPCKHME TMpaBa - 3TO MpaBa HAa HUHTEIUICKTyaJIbHYI0 COOCTBEHHOCTH Ha
MPOU3BEACHUS HAyKH, JUTEpaTypbl W HMCKYCCTBAa. ABTOpCKHE MpaBa
BBICTYMAIOT B KauyeCTBE TapaHTUU TOTO, YTO HHTEIUICKTYaJbHBIN/TBOPUECKUN
TPyl aBTOpa HE OyAET HaMpacHbIM, JACT €My CIpaBEIJIMBbIE BO3MOXKHOCTHU
3apaboTaTh Ha pe3yjibTaraX CBOETO Tpyda, IMOJYYUTh M3BECTHOCTh U
npusHanue. Hukto 0e3 paspenieHusi aBTopa HE MOXKET BOCIPOU3BOAUTH €r0
MIPOU3BENICHUE, PACIPOCTPAHSITh, MYOJIMYHO JAEMOHCTPUPOBATh, IMPOAABATH,
MMIIOPTUPOBATD, MyCKaTh B MpOKar, MyOJIMYHO VCTIOJIHSA T,
MOKA3bIBATH/UCTIOJIHATH B 3Upe uiau pazmeniath B iHTepHere.
Hcnonbp30BaHue «IUPATCKOT0» MPOrPAMMHOTO 00ECIIEUEHU MOXKET MPUBECTU
K MHOTHM pHCKaM: OT IMOTEpPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU
TBOETO YCTPOMCTBA, TJI€ YCTAHOBJIEHHBIN HE JIeTaJibHasd Iporpamma. He crout
Tak)ke 3a0bIBaTh, YTO CYIIECTBYET JIeTalbHbIE M OECIIaTHBIE MPOTPAMMBI,
KOTOPBIE MOXHO HANTH B CETH.

O nopraJne

CeteBH40K.p( - TBOI IIaBHBI COBETUHK B CETH. 31€ECH Thl MOXKEIIb Y3HATH O
0€30MaCHOCTH B CETH MOHSITHBIM U JOCTYITHBIM SI3bIKOM, a TP BO3HUKHOBEHUU
KPUTHUYECKOM CUTYyallMu OOpPAaTUTHCA 3a COBETOM. A TakKe MPUHSTH y4acTUE B
KOHKYpCax U CTaTh CaMbIM IIU(PPOBBIM Tpak TaHUHOM!




